23y OT and IIOT Security: come ridurre
I rischi.
: Scenari reali di impiego

Sergio Leoni — Regional Sales Director Nozomi Networks
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Cosa succede
intorno a noi?



Cyberattacks are Increasing

+SECURITYWEEK  Ransornware Anack Hits Manufacturing — Are You Vulnerable?

Mar. 2019

Norsk Hydro, a multinaiional manufaciurer neadquartered in Norway anc
one of the worid's largest aiuminum producers, rep orted iast week that it
was hit by a ransomware that aifected its production and i1 systems.

lriossleiae in $1008% Couri 2atie w30 Lsursr Gver

»

G poe /E CyLeraitack-related Damages
JusL 2079
NotR=tya malware left 1,700 servers and 24 60D laptops "parmanently
dysfunctional” after the attack hit Mondelez twice. Impzct inciuded loss of
electronic data, software and physical damage.
Pharmaceutical Giant Bayer Targeted by Cyberattack
April 2019

REUTERS German drugmaker Bayer contained a cyberattack it believes was
hatched in China, highlighting the risk of data theft and disruption faced
by big business.
Roche Confirms Cyberattack from Winnti Malware
EPR July 2019
e Roche confirmed that it experienced a cyberattack using the malware

known as Winnti. “Roche has been targeted by various attackers in the
past ... These attacks were detected and remediated.”

N NOZOM _ _ ,
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https://www.reuters.com/article/us-bayer-cyber/bayer-contains-cyber-attack-it-says-bore-chinese-hallmarks-idUSKCN1RG0NN
https://www.europeanpharmaceuticalreview.com/news/95107/roche-confirms-cyber-attack-from-winnti-malware/

"

Electric Utilities

Mining

The world around us is remote-controlled

M £ B

Automotive Manufacturing Oil & Gas Pharmaceuticals
i w
E (OO %l
Chemicals Food & Consumer Goods Water/Wastewater
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Ritrovate qualcuno di
questi temi all’interno
delle vostre aziende?




Perché e cosa possiamo imparare ?

="
Accurately Visualize the

Network and Automatically
Track Industrial Assets

d«l/l)u

Quickly Monitor ICS
Networks and Processes
with Real-time Insight

Rapidly Detect Cyber
Threats/Risks and
Process Anomalies

EARS

Reliably Monitor
Multinational
Installations

P

Significantly Reduce
Troubleshooting and
Forensic Efforts

]
=

Centrally or Remotely
Secure Large, Distributed
Industrial Networks

www.nozominetworks.com/ CONFIDENTIAL



Perché e cosa possiamo imparare ?

A Matter of Business, The High Cost of a Cybersecurity
Incident

b b
“Cyberattacks on critical
infrastructure and strategic
industrial assets are now one of

the top five alobal risks.”
9

World Economic Forum
Global Risk Report, 2018

Sources: Wired, Wall Street Journal, UK Telegraph, Threatpost
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Best Practices

@ See
What's on your network

and how it's behaving

Detect
Cyber threats, risks and

anomalies for faster response

Unify
@ Security, visibility and monitoring

across all your assets

|
E RKS © 2020 Nozomi Networks. All rights reserved. | www.nozominetworks.com



Nozomi Networks,
panoramica sulla
tecnologia




Global Leadership Footprint

FOUNDED IN SWITZERLAND London, England
October 2013 Amsterdam, The Netherlands
— Global Customer Base

o e
— 2.4K Installations 4
?

3.6M Devices Monitored o, USA h
Across Converged OT / loT

Scalable Deployments
Across 6 Continents

H <

European HQ
Rio de Janeiro. Brazil Mendrisio, Switzerland

AR
N4/

Singapore

Global Expeﬂlse € Headquarters ¢ Offices
Worldwide Network of Partners
and 700+ Certified Professionals
N NOZOMI _ . .
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We Are the Leader: Gartner, Nozomi Ranked #1

Nozomi Networks Guardian
Ak Sartner % % % % & 4.9 out of 5

peerinsignts..

OT Security | 100% Recommend

Customers Give Nozomi Networks Top Score in Gartner Peer Reviews

This is the highest score for OT security market vendors with 10 or more reviews.
100% say they would recommend us to others.

\) NETwoRKsl www.nozominetworks.com/ CONFIDENTIAL 12



We Are the Leader: Frost & Sullivan, Nozomi Ranked #1

Nozomi Networks

FROST ¢ SULLIVAN

FROST RADAR DECLARES
NOZOMI NETWORKS LEADER

GROWTH

INNOVATION

N\ )'Ng-rwonxs! www.nozominetworks.com/ CONFIDENTIAL
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A Comprehensive Security Solution

PRODUCT

Guardian

Industrial strength OT and loT
security and visibility

SERVICE

Asset Intelligence
Focus on the OT and loT Incidents
that matter

— ADD-ON

Remote Collectors
Low resource appliances for distant
and distributed locations

PRODUCT
Central Management Console
Centralized OT and IoT security and QT@
visibility for distributed sites ks B
| ®
SERVICE Central Management

Console

Threat Intelligence

Detect emerging OT and IoT threats
and vulnerabilities . cua.d.a,. ‘ '
ADD-ON

Smart Polling
Identify non-communicating assets @ .or ‘

and rogue devices . '

— "4?& Nozomi Networks Lab: Threat Advisories | Tools | Reports | Projects

S 9 World-Class Customer Support | Certified Engineer Training | Professional Services

© 2020 Nozomi Networks. All rights reserved. | www.nozominetworks.com



One Solution. Multiple Deployment Options to Meet Your Needs.

-- Microsoft ‘
M vmware SIEMENS

lngewuity for Ufe
Kenserver WKVM
Physical Appliances Virtual Appliances Containers Embedded Offerings
&N NOZOMI |
N NETWORKS www.nozominetworks.com/ CONFIDENTIAL
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Visibility

Come si fa a proteggere quello che non si conosce?
Che percezione si ha della vulnerabilita della propria
rete di produzione?



Pain Point: Network Visualization and Monitoring

( Dashboard A Alerts & Environment @ Analysis & Settings (@) System & admin

A ® R LVE HOST: |l v.17.5.0-D43EB  NTP offset: /ams  DISK: used: 2.3G, free: 16G ~ LICENSE: English »

Network View Nodes = Links Sessions | Graph | Traffic
? Reset Auto & M dfromthebeginning #  Nodes | Links | @

Zones b Info €
EEEB Perspective:

Topology P - None v [raffic
anmis (s - @
Nodes legend Protocols:
Info <
(1722122951 - ethemetp ethemetip Enable links highlighting
Links legend Shaqete
§ Show link direct
- o R R ) e
ul
ethemetip ethemetip Show protocols
ethernetip
e Only with confirmed data
nams o
(%) (i2aiz0si) Apply
ethemetip ethernetp ethemetip
ethernetip
ethemetip
&= Sl - (i)
ethemnetip etheretip
ethemetip  ethernetip
[ = = '3 g il
= vl == _ . —=—
N NOzoMI _ . .
N’ NETWORKS © 2020 Nozomi Networks. All rights reserved. | www.nozominetworks.com



Pain Point: Network Visualization and Monitoring

Go deep in details...

Dashboard Aerts  Jp Envionment  @_Analysis Setiings () System
Details for 172.21.230.62 | v.17.50-417E8 TP offset: 7.572ms _ DISK: used: 32G, free: 76G _ LISENSSSSSSSISNNN _gis
Product name: 1756-L61/8 LOGIX5561 Firmware version 16.020 Variable 151.10.220. YTE_642.0
Vendor: Rockwell Automation/Allen-Bradiey Serial number. 00837500
Roleé: e o 1720120002 =m @ Excol CSV i History is too long and has been limited
MAC address: 02:00:5¢ 8a15:08 Label: Variable DB60.BYTE_642.0 at RTU 1 Zoom Im Sm 30m 1h 6h 12h 1d Al
Unit: na
2 Selectioninfo = A & § © Hardware components Overview Dol Type: analog .
© Q1722123062 & & Port: 1 Value: 0
> 1722123062 © & Address: 0 Last value: o
> mac address 0200:50:8a:45:0a > product_name: 1756-L61/8 LOGIX5561 Last quality: v
(151.10.220.180) > mac vendor > firmware_version: 16.020 Min value: 0.000000 s
> zone: Undefined > serial_number: 00837500 Max value: 1000000
> type: OT_device > vendor: Rockwell Automation/Allen-Bradiey Protocol: o é
> vendor: Rockwell Automation/ > device_type: Programmable Logic Controlier Last FC: " 6.0ct 02:00 04:00 06:00 08:00 10:00

:
8
&

product_code: 54

s  p
Last activity: 11:42:07.896

firmware version: 16.020 L l
b ¢ ol v 00837500 Last change: 11:36:18.997 B0 00 mmwmmm j lmwm“
faise

> s broadonst Last valid quality: 11:42:07.896
(aziami) . topublic P #Requests: 18785258 ~ Variable DB60.BYTE_642.0 at RTU 1
> is confirmed: true #Changes: 17148
> isleamod true Flow control status: DISABLED
> s tully leamed true Flow anomaly in progress: false
> is disabled: false
History
ARSI Whenbilie Page 1.of 27539, 688457 eriries Ao &
Page 10t 1, 1 entries Ao © ® 6sclected v Time = Value = FC2 Quality Data type & Clent node =
Actons  Type Vendor Product Patch K m
14152595 0 4 v analog 1611022173
©  Acpicaton  Roclowel Automation prproyeTy poepy 14151604 0 4 v analog 1611022173

Nodes Variables

|
NETWORKS © 2020 Nozomi Networks. All rights reserved. | www.nozominetworks.com



Pain Point: Asset Inventory

(» Dashboard

/\ Alerts

& Envionment @ Analysis

2 Settings @ System & admin

A ® JE LIVE HOST: P500-Pirelli_Firewall_ICS.local

Asset View
Page 1 of 46, 1133 entries

Actions Name <

Be B e

Type

Be B Sk
Be T

Be G

B T s

computer
A OT_device
Be & =51
AN B -Fe =] OT_device

computer

computer
Be m T bt ] computer

computer
Be B - =

computer
Be i OT_device

OT_device

B W T
[~ T ;

computer

OT_device
OT_device
computer
computer

computer

OS/Firmware &

£Y Windows 7

Firmware: 16.054

28 Windows 8.1/ Server 2012 R2
Firmware: 16.020

A¥ Windows XP SP3

£8 Windows 8.1/ Server 2012 R2

28 Windows 8.1/ Server 2012 R2
A¥ Windows XP SP3

£7 Windows 7

Firmware: 16.020

Firmware: 16.0!

A¥ Windows XPEP3

Firmware: 16.02

Firmware: 18.01

&8 Windows 8.1 | Server 2012 R2

10.130.86.117
172.21.229.41
151.10.221.44
172.21.230.62
172.21.88.47
172.21.230.150
151.10.221.43
172.21.229.12
172.21.88.45
172.21.77.163
172.21.230.61
172.21.229.42
10.130.86.129
151.10.220.151
172.21.229.47
172.21.229.52
172.21.242.137

172.21.230.134

MAC address &

€0:0e:da:7b:2b:ff
02:00:5¢:8a:f5:0a
e0:0e:da:7b:2b:ff
02:00:5e:8a:f5:0a
00:1¢:7:37:20:a5
02:00:5¢:8a:f5:0a
02:00:5€:0b:d4:0a

02:00:5¢:8a:f5:0a

00:1¢:7f:37:20:a5

02:00:5¢:8a:f5:0a
02:00:5¢:8a:f5:0a
e0:0e:da:7b:2b:ff
e0:0e:da:7b:2b:ff
02:00:5¢:8a:f5:0a
02:00:5¢:8a:f5:0a
02:00:5€:6a:27:0a

02:00:5¢:8a:f5:0a

Firmware version of

the PLCs

v. 17.5.0-417E6  NTP offset: -0.5611 ms  DISK: used: 30G, free: 78G  LICENSE: Pirelli S.p.A. English v

| List | Diagram
Excel CSV Auto & @ 9selected v

Vendor = Product name Serial numb¢

Rockwell Automation/Allen-Bradle 1756-L61/B LOGIX5561 00687935

Rockwell Automation/Allen-Bradle 1756-L61/B LOGIX5561 00837500 OT V en d or
J

Product, Serial

Rockwell Automation/Allen-Bradle 1756-L61/B LOGIX5561 00557072
Rockwell Automation/Allen-Bradle 1756-L61/B LOGIX5561 00679184

Rockwell Automation/Allen-Bradle 1756-L61/B LOGIX5561 00505802

Rockwell i Bradle 1756-L62/B L( 00813A91

© 2020 Nozomi Networks. All rights reserved. | www.nozominetworks.com 19



Pain Point: Asset vulnerabilities

Product Name
Vendor

Firmware version
of the PLCs

Details for 172.21.230.62

Product name: 1756-L61/8 LOGIX5561 Firmware version: 16.020
Vendor. Rockwell Automation/Allen-Bradley Serial number 00837500
Roles: slave 1P: 172.21.230.62
MAC#ddress: 02:00:5¢:8a:15:0a
? Selectioninfo = A & ¥ & Hardware components
B J172.21.230.62 © & Port: 1
> ip 172.21.230.62 © © Address: 0
> mac address: 02:00:5e:8a:15:0a > product_name: 1756-L61/B LOGIX558
> mac vendor > firmware_version: 16.020
o o - Hardware
" > type: OT_device > vendor: Rockwell Automation/Allen-Bradiey
» v okt et + ania.p: Prgemmaie Lok Corur Components
> product name: 1756-L61/B LOGIX55 > product_code: 54
Semete > firmware version 16.020
> serial number: 00837500
> is broadcast: false
(12.21229:0) > s publc faiso
> is confirmed: true
> isleamed: true
> isfully leamed: true
> isdisabled: false
Installed Software | Vulnerabilities
Page 10f 1, 8 entries Excel CSV Auto & @ 9selected~
CVE < Node = Score + CWE = CWE name = Discovery date + Matching CPEs +
o0 Vulnerabilities
CVE-2012-6442 172.21.229.52 19 Improper Restriction of Operations within the Bounds of a Memory Buffer 2017-09-13 13:10:« cpex/h:rockwellautomation:contr
VE-2012-6441 1722122952 -n 200 Information Exposure 2017-00-13 13:10: cpe:/n:rockwellautomation:contr
VE-2012+4 172.21.229.52 287 Improper Authentication 2017-09-13 13:10: cpe:/n:rockwellautomation:contr
CVE-2012-6439 172.21.22052 [unclassified] [unclassified] 2017-09-13 13:10 cpe:/h:rockwellautomation:contr
VE-2012- 172.21.229.52 19 Improper Restriction of Operations within the Bounds of a Memory Buffer 2017-09-13 13:10: cpex/h:rockwellautomation:contr
CVE-2012-6437 172.21.229.52 287 Improper Authentication 2017-09-13 13:10: cpex/h:rockwellautomation:contr
19 Improper Restriction of Operations within the Bounds of a Memory Buffer 2017-09-13 13:10 cpex/h:rockwellautomation:contr
399 Resource Management Erors 2017-09-13 13:10:« cpe:/h:rockwellautomation:contr

© 2020 Nozomi Networks. All rights reserved. | www.nozominetworks.com



Common Discovery: Level 1 & 2 Devices Connected to the Internet

pi-connect

192.168.1.100 (HMI-A1(

10.2.1.23 (LAB-WINCLIENT)

=)
http
acme-plc-00142) ‘
184.86.81.23
N =
‘A\ )’ N EQ%OORI\:L' www.nozominetworks.com/ CONFIDENTIAL
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Common Discovery: Software Vulnerabilities

Page 10! 1, 1 entries

Actions Type

o) Application  OpenBSD

Page 10f 1, 2 entries

CVE = Node =

Page 10f 1, 12 entries
CVE = Node =

CVE-2016-7153
CVE-2016-7152
-2015-4
-2015-
-2013-6647
CVE-2013-2666
CVE-2015-8960
CVE-2013-6662
CVE-2012-4930
CVE-2012-4929

Vendor &
Score + CWE 2
19
|45

Score

> B i BN R

Product =

OpenSSH 76

CWE name =

Improper Restriction of Operations within the Bounds of a Memory Buffer

{unclassified] (unclassified]

CWE 2

200
200
30
310
a%
3
30
205
3w

30

CWE name =

Information Exposure
Information Exposure
Cryptographic Issues

Page 10f 1, 1 entries
Cryptographic Issues

Use After Free Actions Type
Cryptographic Issues
Cryptographic Issues .
2 Application  Google
improper Certificate Validat
Cryptographic lssues

Cryptographic Issuves

Auto & ® 6selected v

Version 3 Patch =

Installed Software | Vuinerabilities

@ Excel @ CSV Auto & ® 9selected v
CVE creation date = Discovery date = Matching CPEs = Likelihood 2
Har M Har M
2014-01-29 06:02:05.000 2018-06-06 01:53:25603 cpe:/a:openbsd:openssh:7.6 08
2007-05-2112:30:00.000 2018-06-06 01:53:25.603 cpe:/a:openbsd:openssh:7.6 08

FIBETE JUIWATY | VIR SRS

@ Excel [ CSV Auto & ® 9selected -
CVE creation date 2 Discovery date Matching CPEs 2 Likelihood =
Har Har
2016-09-06 02:59:01.000 2018-06-06 01:62:56.472 cpe:/acgoogle:chrome:65.0.3325.209 05
2016-09-06 02:59:00.000 2018-06-06 01:52:56.471 0.3325.209 05
Vendor & Product 3 Version 2
Chrome 65.0.3325.209
2012-09-1510:56:03.000 2018-06-06 01:52:56.463 cpe/agoogle:chrome:65.0.3325.209 0.5
2012-09-15 10:55:03.000 2018-06-06 01:52:56.461 cpe/agoogle:chrome:65.0.3325.209 05

Identifies high risk vulnerabilities open to exploitation

www.nozominetworks.com/ CONFIDENTIAL
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Common Discovery: Unknown & Misconfigured Devices

Type D 2 Status 3 Name 2
O VENEW-FUNC Open New SCADA ful
) VENEW-FUNC Open New SCADA ful
CJ VENEW-FUNC open New SCADA fui
0 VENEW-NODI Open New node appe
) VENEW-FUNC Open New SCADA fu
©) VENEW-FUNC Open New SCADA fu
O VENEW-FUNC open New SCADA ful

) VENEW-PROT Open New protocol ¢

Description ¢ Risk 2

New function code 5
(Direct Operate)

New function code 0
(Confirm)

New function code 20
(Enable Spontaneous 30
Msg)

New tcp/20000 node

New function code 129
(Response)

New function code 1
(Read)

New function code 21
(Disable Spontaneous 30
Msg)

Protocol tcp/20000
between 8 and

11 has been
confirmed

Protocol 3

dnp3

dnp3

dnp3

tep/20000

dnp3

dnp3

dnp3

tcp/20000

Transport protocol

tep

Type D 2

SGNPROC:ME Open

! SGNPROC:ME Open

Status ¢ Name < Description ¢

An attempt has been

made by host
Bn2to

access an unexisting

Missing variable = |y iable(s) on host

20 with

function code 3 (Read

Holding Registers)

An attempt has been

made by host
anto

access an unexisting

Missing variable -~ | yriable(s) on host

20 with

function code 3 (Read

Holding Registers)

Protocol &

modbus

modbus

@ Excel

Transport protocol &

Manage Learning .2.8-
B O & Links
eo0= 12.8 - 8.2.11
8 O <« dnp3

O % 0 (Confirm)

O % 1(Read)

O % 5 (Direct Operate)

O @ 20 (Enable Spontaneous Msg)
O @ 21 (Disable Spontaneous Msg)
O @ 129 (Response)

Delete Learn

Save Discard

Identifies device misconfigurations and possible indicators

of compromise by threat actors

www.nozominetworks.com/ CONFIDENTIAL
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Common Discovery: Unencrypted / Weak Credentials

Alerts

Page 10f 1,14 entries / filtered by type id: == SIGN:PASSWORD:WEAK X

LN A N A N BT B R AR

W

Actions

v v

Time &

K arn

E2 © O ™ 2018-06-25 18:13:49.141

BODe
BOe~
BOe
BOe~
BOe
BOem
BODe
BOe~
BOe
BOem
BOe~
BOe
BOe

2018-06-25 18:10:43.961

2018-06-25 18:10:06.952

2018-06-25 18:07:39.162

2018-06-25 18:06:24.962

2018-06-26 18:04:33.973

2018-06-25 18:03:56.979

2018-06-25 18:02:42.959

2018-06-25 18:02:05.976

2018-06-25 17:59:00.991

2018-06-25 17:57:47.184

2018-06-25 17:55:65.973

2018-06-26 17:54:42.019

2018-06-25 17:53:27.994

D2

4. 41

c6056bec

edd46ast

Type ID &

SIGN:PASSWORD:WE -

T SIGN:PASSWORDWEA open
7 SIGN:PASSWORD:WEA open
© SIGN:PASSWORDWEA open
T SIGN:PASSWORDWEA open
' SIGN:PASSWORD:WEA open
7 SIGN:PASSWORD:WEA open
7 SIGN:PASSWORDAVEA open

T SIGN:PASSWORDWEA open

3aa1184d
789¢5917
33c2b86

DRDAVEA Open
& SIGN:PASSWORD:WEA Open
T SIGN:PASSWORDWEA open
' SIGN:PASSWORDWEA open
7 SIGN:PASSWORD:WEA open

7 SIGN:PASSWORD:WEA open

Status &

23:08:47.288

Name <

Weak pz
Weak p&
Weak pe
Weak pz
Weak pi
Weak ps
Weak pe
Weak pz
Weak p:
Weak pe
Weak pe
Weak pi
Weak pe

Weak pe

[D Excel [@ CcsV

Description &

Weak username/password (apc/apc) has been used to access host 10.10.200.90 with pcot;
Weak username/password (apc/apc) has been used to access host 10.10.200.90 with prot(
Weak username/password (apc/apc) has been used to access host 10.10.200.90 with prot(
Weak username/password (apc/apc) has been used to access host 10.10.200.90 with prot{
Weak username/password (apc/apc) has been used to access host 10.10.200.90 with prot(
Weak username/password (apc/apc) has been used to access host 10.10.200.90 with prot(
Weak username/password (apc/apc) has been used to access host 10.10.200.90 with proti
Weak username/password (apc/apc) has been used to access host 10.10.200.90 with prot
Weak username/password (apc/apc) has been used to access host 10.10.200.90 with prot|
Weak username/password (apc/apc) has been used to access host 10.10.200.90 with protf
Weak username/password (apc/apc) has been used to access host 10.10.200.90 with prot(
Weak username/password (apc/apc) has been used to access host 10.10.200.90 with prot(
Weak username/password (apc/apc) has been used to access host 10.10.200.90 with prot(

Weak username/password (apc/apc) has been used to access host 10.10.200.90 with prot
-

+vHOOem
Weak password used
) 143700893
Description

Weak username/password (admin/admin) has been used to

access host with protocol http
Note:

Src Dst
»
MAC
Label
Port S2980 80
Roles other web_server
Is security true
Protocol http
Transport protocol wp

A weak password has been used to access a resource. To safely
protect your systems, change passwords of devices and manage
them in a secure manner.

Detects default and easily guessed credentials, and systems
open to compromise by threat actors

www.nozominetworks.com/ CONFIDENTIAL
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Unify

Security, Visibility and Monitoring Across All Your Assets

e@‘ap NOZOMI conpemAL created 2020210
L ANSERY M

uuuuuuuuuuuuuuu Assets per zone

.JF, NOZOMI

Alerts

50 9 -
-
I - 4

gg mens simensiuagedeo.

-
Duplicate IP

NavE

status »

CURRENTLY OPEN

CURRENTLY ACK Vendors

GLOBAL soC

CANADA
20 Facilities RUSSIA

@ JAPAN
25 Facilities
CHINA H
20 Facilities

SPAIN l/
T Facilities H

@ EMIRATES
20 Facilities
- o

AFRICA
25 Facilities

AAAAAAAAA

Time-Saving Dashboards and Forensic Tools
Unified Security for Thousands of Distributed Sites

© 2020 Nozomi Networks. All rights reserved. www.nozominetworks.com
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Lesson Learned
Visibility !



% Casi d’uso

Non si dispone di strumenti per rilevare malware o lo
sfruttamento di vulnerabilita o semplicemente
non si ha la percezione del rischio a cui si e esposti.




Pain Point: Hybrid Threat Detection

Behavior-based anomaly

;?%\ Industroyer 1 INFECTION 2 DISCOVERY 3 ATTACK detection enrlche.d with Al
ek Pheses and analytics engine

Rule-based analysis,
using (Yara, Packet, etc.)

YaraRules for threat hunting

Anomaly Detection Anomaly Detection

Assertions Assertions Signature assertions &
queries with out-of-box
and custom functions

|
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Pain Point: Hybrid Threat Detection

Thanks to anomaly detection, all deviations from the baseline can be alerted at different levels

(@ Dashboard /A Alerts  J& Envionment @ Analysis

A @ X UVE HOST. nozomi-demolocal v. 175067878 NTP offset: nlams

A new communication is

2 Settings @ System & admin

DISK: used: 246, free: 3.1G _ LICENSE: Nozomi Test _ Englsh ~

Page 10! 1, 1 entries Excel CSV |ElGroupbyincident Y Auto C X Countby field.
detected T ~

: — o= - es—-  NEW INCIDENT

Pn
v £ 8 0™ 163130883 667c7336 (@

Known nodes 10.2.1.24 and 172.16.0.157 have started new communications (I

A ”rogu e” M AC address @ Incident New Communications [667¢7336-af3b-468a-824-1d54 151386bd]
is identified :

Suatus open
Known nodes 10.2.1.24 and 172.16.0.157 have started new communications
Detais (at the alert tme)

pcap traces of the attack

Created at 16:31:30.881 (11 minutes ago)
102124 - 5693897050
172.16.0.157 (acme-pic-00109) - 00.02:a5:14.8169

A new Modbus ST D

commancs

connection is detected ; - -

R Frosoces

Last update: 16:31:30.883 (11 minutes ago)

are automatically
generated

o2

A Modbus Reprogram __— INCIDENT DETAILS
Command is detected '

83102124

®
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Pain Point: Hybrid Threat Detection

Rule-based analysis allows to you identify, in real-time, known attacks and malware

9.0) Alert Malware detected [b5fd231a-2269-458a-9¢1f-c110f6a53d0b])

\\192.168.1.33\NOZ

s' after a ‘write'

'NAS_NOZO
Details (at the alert time)
Source:

Destination:
Protocol:

Ports:

192.168.1.33 - 00:f:9¢:¢0:87:77 -
192.168.2.26 - 78:41:43:67:89:dd

smb [tep)

445+ 61983

Involved nodes (at the current time)

named ‘WannaCry_| ' was
OMI_LOCALSHARE\edO1ebfbc9ebSbbea545af4d01bf511071661840480439c6e5babe8e080ed aa.exe’ by user
[rule author: Florian Roth (with the help of binar.ly)]

Note:

Selectioninfo = A & ¥ &

2 §192.168.1.33

>

>

>

>

ip:
mac address:
mac vendor:
zone:

type:

is broadcast:
is public:

is confirmed:
is learned:

is fully learned:
is disabled:
roles:

links count:

protocols:

first activity time:

last activity time:

Status: open

Created at: 2017-11-24 14:26:18.225 (3 days ago)

Details on ) SIGN:MALWARE-DETECTED
A potentially malicious payload has been transferred over the
network.

192.168.1.33
00:ff:9e:¢0:87:77

ProdNet-8
false
faise

other

1

smb

2017-11-24 14:26:18,045
2017-11-24 14:27:33.357

© 2020 Nozomi Networks. All rights reserved. | www.nozominetworks.com
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Pain Point: Hybrid Threat Detection

Rule-based analysis allows to you identify, in real-time, known attacks and malware

o Incident Threat LockerGoga Ransomware found [LockerGoga Ransomware] [e305730b5-af63-4a31-9cc2-57428062978c]

@ Amalwarefile has been transferred Last update: 09:48:0075 (3 min
Suspicious transferring of malware named ‘LockerGoga' was detected involving resource ‘http://10.41132187:8000/malware_zip zip' after a ‘GET operation [rule author: Nozomi Networks] [yara file
name: RANSOM_LockerGogayar]
f [ : £ v
Suspicious transfer of malware named ‘LockerGoga Ransomware' was detected through a STIX indicator Details on @ INCIDENTMALICIOUS-FILE
Suspicious transferring of malware named 'Snake' was detected involving resource ‘http://10.41132187:8000/malware_zip.zip' after a 'GET operation [rule author: Nozomi Networks] [yara file name: | compressed archive with some malware insice has been transferred.
RANSOM_SNAKE yar]
Suspicious transfer of malware named ‘Snake Ransomware' was detected through a STIX indicator

@ Suspicious transferring of malware named ‘muhstik was detected involving resource ‘http://10.41132.87:8000/malware_zipzip' after a‘GET operation [rule author: Nozomi Networks Security
Team] [yara file name: MALW_Muhstikyar]
Details (at the alert time) Note:
Source: 1041152168 - 24857527406 - Others -
Destination 1041132187 - 38 dEetatet - Others
i (cs)
Ports 45614 8000
Alerts Pagelor2 6entries exporr(T) Y Live ® (7) ICountbyfield.~ @ Tselected =
ACTIONS .. RISK e o weeD DESCRIPTION prOTOCOL P sac posT srC PORT ost poRT
. i o i -
@B © 09:48:00175 8b17e973. ) SIGN:MALWARE-DETECTED Suspicious transferring of malware name... http 10.41132168 10.41132187 49614 8000
@ 9 094800175 85c8437a ¥ SIGN:MALWARE-DETECTED Suspicious transferring of malware name... http 1041132168 1041132187 49614 8000
@B © 09:4800175 198e6 17 SIGN:MALWARE-DETECTED Suspicious transfer of malware named 'S..  http 10.41132168 10.41132187 49614 8000
@B © 09:48:00175 3803248 7 SIGN:MALWARE-DETECTED Suspicious transferring of malware name... http 10.41132168 10.41132187 49614 8000
@B °© 09:48:00175 96bfescs.  SIGN:MALWARE-DETECTED Suspicious transferring of malware name... http 10.41132168 10.41132187 49614 8000
B A
Nodes currently involved Selectioninfo = A & 7 & ~
2 B 1041132168
 sppliance host: ssmith-56-02
s To4us216s
 mac address: 248367627406 kel
» mac vendor: Apple, Inc. (likely)
» zone others
s ope computer
s os mac0s10.14.6
 vendor Apple nc.
. s broadcast fatse
 ispublic false
s confitmed e
s isleamea
e > Isfully learned: true
> isdisabled: false
> roles: other
AN NOZOMI ) ) ,
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Less-Common Discovery: An Infected Network

Suspicious transferring of malware named 'TemplateAttack_DragonFly_2_0" was detected involving resource

i : i i 10.0 smb +viDe
"\172.16.0.55\ADMIN\CVcontrolEngineer.docx’' after a 'read’ operation [rule author: US-CERT Code Analysis Team] -
Malware detected
SMB Server Traffic contains NTLM-Authenticated SMBv1 Session 10.0 smb 14:36:56.183
17e33ed3

Protocol smb between 172.16.0.253 and 172.16.0.55 has been confirmed smb

Description
New link with protocol smb between 172.16.0.253 and 172.16.0.55 smb Suspicious transferring of malware named

‘TemplateAttack_DragonFly_2_0' was detected involving
New variable value (9999, expected range is [12062, 12151)) for variable 172.16.0.156/100/r45 (rd5 at RTU 100) | 60 modbus o e Z2 1o O DN OV ol Epalpaer Cocsaltera

‘read' operation [rule author: US-CERT Code Analysis Team)]
New variable value (9999, expected range is [12062, 12151)) for variable 172.16.0.156/100/r45 (rd5 at RTU 100) | 6.0 modbus Note:
New function code 6 (Write Single Register) | 60 modbus - -
OS-WINDOWS Microsoft Windows SMB remote code execution attempt smb U2 Lz S 21803

MAC 00:04:23:00:041c 00:0c2928:ddcS
ET EXPLOIT Possible ETERNALBLUE MS17-010 Heap Spray 10.0 smb Label

" . Port n48 445

Protocol tcp/445 between 172.16.0.55 and 172.16.0.253 has been detected as smb application protocol smb e e—s ——
Protocol tcp/445 between 172.16.0.55 and 172.16.0.253 has been confirmed | 75 | tcp/a45 Is security true

Protocol smb
New link with protocol tcp/d445 between 172.16.0.55 and 172.16.0.253 tep/a4as Transport protocol tep
New tcp/445 node 172.16.0.55 tcp/aas

A potentially malicious payload has been transferred over the
IP 172.16.0.156 is duplicated by MACs: 00:0c:29:28:dd:c5, 00:60:78:00:6a:10 arp network.
MAC 00:0c:29:28:dd:c5 acts as a man-in-the-middle, his victims are: 172.16.0.156, 172.16.0.253 10.0 -
IP 172 18 0 2513 is dunlicatad hv MACs: N0:04:23:aM:0d1e 00:00-29:28:dd n8 AT e

Detects known malware and ransomware at all three phases of

attack (infection, reconnaissance and lateral movement)
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Built-in Reports

Reporting for Greater Visibility

* Vulnerability Assessment

 “What type of security risk are in
my environment?”

 Alerts Report

- “What types of Alerts are in my
environment?”

* “How many are open?”
* “Top Assets in each alert type?”

1
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- Lesson Learned

_vA' Security Detection !

N7



UEVAVAY VAV
‘t Casi&)’

Dettagli sulle variabili di processo, e dialoghi

dei sistemi di impianto possono essere determinanti
per impedire blocchi di produzione per errori
manuali (volontari o dolosi), o per rilevare in
anticipo il deteriorarsi di dispositivi che, se
sostituiti in manutenzione ordinaria, consentono di
impedire il blocco della produzione e la conseguente
perdita di denaro.



Common Discovery: Abnormal Device Behavior

(@ Dashboard /\ Nerts 36 Environment @, Analysis ©3 Settings @ System

A @ UVE HOST: PHNSESSSSSSNN: v 175041766 NTP offsot 7.572 ms  DISK: used: 32G, froe: 76G L) WNEEG—_—_—_—_—-gish ~

View all variables ~ Variable 151.10.220.63/1/DB60.BYTE_642.0

=r 7 Excel CSV i History is too long and has been limited

Label: Variable DB60.BYTE_642.0 at RTU 1 Zoom 1lm Sm 30m 1lh 6h 12h 1d Al

Unit: na

Type: analog

Value: 0 i

Last value: ®0 10

Last quality: v

Min value: 0.000000 s

Max value: 81.000000

Protocol: s7 \i\ll” U\H\Il,\‘\‘\.\ .\|:“J\\\“\
Last FC: 4 6. Oct 02:00 04:00 06:00 08:00 10:00
Last activity: 11:42:07.896

Last valid quality: 11:42:07.896 i
# Requests: 13735258 —- Variable DB60.BYTE_642.0 at RTU 1

# Changes: 17148

Flow control status: DISABLED

Flow anomaly in progress: false

History
Page 1 of 27539, 688457 entries Ao &
Time Value = FC2 Quaity Data type Client node +
Har M
11:41:52.595 0 4 v analog 151.10.221.73
11:41:51.604 0o 4 v analog 151.10.221.73

Detects when asset and processes are deviating from normal,

and moving toward states that could disrupt operations
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Common Discovery: Abnormal Device Behavior

o Alert New SCADA variable value [fc481al1-OcOe-4348-aldc-094da’343f255]

New variable value (9999, expected range is [12062, 12151]) for variable 172.16.0.156/100/r45 (r45 at RTU 100)

Details (at the alert time) Note:
Source: 172.16.0.253 - 00:0¢:29:28:dd:c5 -
Destination: 172.16.0.156 - 00:60:78:00:6a:10

Protocol: modbus (tcp)

Capture device: eml

Ports: 1109 » 502

Nodes currently involved

? % &
éﬁtsm 2 ﬁ
Larnd
ﬁ% P Ay o ﬁ%
172.16.0.153, modue

modbus 172160177
1%~ madbus

=
172180103
4 modbus

modbUs | mogbus modbus

172.16.0.15;
mosbus

moUBUS 472.16.0.152
1721801

imso

madbus j
odbis
172160288 madbus
16075
modbus
smb-172.18.0.148

1721804740 madbus o s

modbus

oo %vz et
@]’% ij]g
:

2.18.0.150] 172.16.0.176,

%ﬁ % arwoss

23

172.16.0.200 (HMI-AS
L

172.16.0.151

172169614011 (HISTORIAN-01)

Status: open

Created at: 15:02:35.493 (a few seconds ago)

Details on ] VIPROCNEW-VALUE
This kind of alert occurs when a variable assumes a value
never seen before. It can be an unseen behavior or a malicious
attack.

Selectioninfo = A & § o

B 172160253

> ip: 17216.0.253

> mac address: 00:0¢:29:28:ddc5

> mac vendor: VMware, Inc.

> zone: ProdNet-A

> type: computer

> os: Windows XP SP3

> vendor: Intel Corporation

> is broadcast: false

> is public: false

> is confirmed: true

> islearned: true

> s fully learned: false

> isdisabled: false

> roles: master

> links count: 27

> protocols: dns,modbus,pi-connect,smbync
> created at: 2020-03-2010:54:06.418

Detects when variable are deviating from normal
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Common Discovery: Abnormal Device Behavior

LIVE HOST Demo-Ema 19, i 16 39Gfree LICENSE Emanuele Temi_Demo [[EXPIRING | Language English

@ Administration & admin

board | Appliances | Alerts | Environment

View all variables  Variable 172.16.0.156/100/r45

=c &' Export @ Live update ®
Label: r45 at RTU 100
Zoom 1lm 5m 30m 1h 6h 12h 1d All
Unit: n/a
Type: analog
Value: 12098 12k
Last value: ® 12098
Last quality: v 11k
Min value: 12062.000000
Max value: 12151.000000 10k
Protocol: modbus
Last FC: 3 9k
Last activity: 15:02:40.285 15:01:50 15:02:00 15:02:10 15:02:20 15:02:30 15:02:40
Last change: 15:02:40.285
Last valid quality: 15:02:40.285 m@
# Requests: 6654 ‘ L2
# Changes: 6618 —— r45 at RTU 100
Flow control status: CYCLIC (87.06ms) )
Flow anomaly in progress:false
History
Page 10f 211, 5265 entries Live ® (79
TIME VALUE FC QUALITY DATATYPE CLIENT NODE

Kar

Detects when the CYCLIC communication of variable are deviating from normal
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ain Point: Custom Alerts

... and create your own alerts, for example

Configure 172.21.88.40-172.21.88.56/oracle-tns

Is persistent
Raise an alert when a new TCP handshake is detected on this link

Alert on SYN
Raise an alert when a TCP SYN packet is detected on this link

Last activity check (seconds)

Raise an alert when the link become inactive for more than the specified amount of
seconds

30 Alert Link reconnection [537d5321-873e-489a-8b66-59a9fdd3f5ef]

=vBoODem

Alink protocol marked as persistent had a reconnection

Details (at the alert time) Note:
Source 17221.88.40 (¢ n-
78:ac:c0:97:18:19
Destination: 172218856 (
) - 00:50:56:9¢:00:12
Protocol: oracle-tns [tcp)
Ports: 2833 » 1521

Involved nodes (at the current time)

?

Status: open
Created at: 12:45:40.228 (a few seconds ago)

Details 0n 5 NETLNKAECONNECTION
‘The link configured to be persistent had a TCP
reconnection.

Selectioninfo A & ¥ % & ~

© = 172.21.88.56 » 151.10.221.68

from zone: LAN-PR\
10 zone: Undefined
last activity time: 2017-10-05 10:42:20.835

top handshaked connections:0
fcp connection attempts: 111

transferred bytes: 17.0M8
transferred packets: 49 Kpp
throughput speed: 00bis

tcp reransmitied bytes: 0.0 B
tcp retransmitted packets: 0 pp
1cp retransmitted percent:  0.0%
is learned: true

e fully lnamad e
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Approccio :

« Assessment AS/IS (valutazione risultati)

« Deploy POC (conferma dei vantaggio nell’'uso della soluzione Nozomi)
 Piano di copertura impianti
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Versione Free di Nozomi (Community Edition):
https://community.nozominetworks.com

marketing@sinthera.com
+39 0522 621247
www.Sinthera.com
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Sergio Leoni — Regional Sales Director Nozomi Networks

Serqgio.leoni@nozominetworks.com

Mobile +39 335 7301348

Thank You!

Nozomi Networks is the leader in OT and loT security and visibility. We accelerate

digital transformation by unifying cybersecurity visibility for the largest critical
infrastructure, energy, manufacturing, mining, transportation, building automation and
other OT sites around the world. Our innovation and research make it possible to tackle
escalating cyber risks through exceptional network visibility, threat detection and

operational insight. :
nozominetworks.com
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