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• Panoramica sulla tecnologia
– Visibility

– Threats detection

– Threats di Processo
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Cosa succede 
intorno a noi?
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Cyberattacks are Increasing

Ransomware Attack Hits Manufacturing – Are You Vulnerable?
Mar. 2019
Norsk Hydro, a multinational manufacturer headquartered in Norway and 
one of the world’s largest aluminum producers, rep orted last week that it 
was hit by a ransomware that affected its production and IT systems.

Mondelez in $100M Court Battle with Insurer Over 
Cyberattack-related Damages
Jan. 2019
NotPetya malware left 1,700 servers and 24,000 laptops "permanently 
dysfunctional" after the attack hit Mondelez twice. Impact included loss of 
electronic data, software and physical damage.

Pharmaceutical Giant Bayer Targeted by Cyberattack
April 2019
German drugmaker Bayer contained a cyberattack it believes was 
hatched in China, highlighting the risk of data theft and disruption faced 
by big business.

Roche Confirms Cyberattack from Winnti Malware
July 2019
Roche confirmed that it experienced a cyberattack using the malware 
known as Winnti. “Roche has been targeted by various attackers in the 
past … These attacks were detected and remediated.” 

SolarWinds Attack
Dec. 2020
A global cyber espionage campaign has resulted in the networks of many 
organizations around the world becoming compromised after the attackers 
managed to breach the systems of Texas-based IT management and 
monitoring solutions provider SolarWinds.

Pfizer/BioNTech vaccine docs hacked from European Medicines 
Agency
Dec. 2020
The European Medicines Agency (EMA) says it has been hit by a cyber-
attack and documents relating to a Covid-19 vaccine have been accessed.

https://www.reuters.com/article/us-bayer-cyber/bayer-contains-cyber-attack-it-says-bore-chinese-hallmarks-idUSKCN1RG0NN
https://www.europeanpharmaceuticalreview.com/news/95107/roche-confirms-cyber-attack-from-winnti-malware/
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The world around us is remote-controlled 
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Electric Utilities Automotive Manufacturing Oil & Gas Pharmaceuticals

Mining Chemicals Food & Consumer Goods Water/Wastewater



Ritrovate qualcuno di 
questi temi all’interno
delle vostre aziende? 
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Accurately Visualize the 
Network and Automatically 

Track Industrial Assets

Rapidly Detect Cyber 
Threats/Risks and 
Process Anomalies

Significantly Reduce
Troubleshooting and 

Forensic Efforts

Reliably Monitor 
Multinational
Installations

Centrally or Remotely 
Secure Large, Distributed 

Industrial Networks

Quickly Monitor ICS 
Networks and Processes 

with Real-time Insight

Perché e cosa possiamo imparare ?
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A Matter of Business, The High Cost of a Cybersecurity 
Incident

“Cyberattacks on critical 
infrastructure and strategic 

industrial assets are now one of 
the top five global risks.”

World Economic Forum 
Global Risk Report, 2018

“
Sources: Wired, Wall Street Journal, UK Telegraph, Threatpost

“

Perché e cosa possiamo imparare ?
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See
What’s on your network 
and how it’s behaving

Detect
Cyber threats, risks and 
anomalies for faster response

Unify
Security, visibility and monitoring 
across all your assets

Best Practices



Nozomi Networks, 
panoramica sulla
tecnologia
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Global Leadership Footprint 

3.6M Devices Monitored
Across Converged OT / IoT

Global Customer Base
2.4K Installations

Global Expertise
Worldwide Network of Partners 
and 700+ Certified Professionals

Scalable Deployments
Across 6 Continents

October 2013
FOUNDED IN SWITZERLAND
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We Are the Leader: Gartner, Nozomi Ranked #1

Customers Give Nozomi Networks Top Score in Gartner Peer Reviews

This is the highest score for OT security market vendors with 10 or more reviews. 
100% say they would recommend us to others. 
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We Are the Leader: Frost & Sullivan, Nozomi Ranked #1
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A Comprehensive Security Solution

Central Management Console
Centralized OT and IoT security and 
visibility for distributed sites

Guardian
Industrial strength OT and IoT 
security and visibility

PRODUCT PRODUCT

Threat Intelligence
Detect emerging OT and IoT threats 
and vulnerabilities

Asset Intelligence
Focus on the OT and IoT Incidents 
that matter

SERVICESERVICE

Smart Polling
Identify non-communicating assets 
and rogue devices

Remote Collectors
Low resource appliances for distant 
and distributed locations

ADD-ONADD-ON

Nozomi Networks Lab: Threat Advisories   I  Tools   I  Reports   I  Projects

World-Class Customer Support   I   Certified Engineer Training   I   Professional Services 
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One Solution. Multiple Deployment Options to Meet Your Needs.
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Embedded OfferingsPhysical Appliances ContainersVirtual Appliances



Visibility
Come si fa a proteggere quello che non si conosce? 
Che percezione si ha della vulnerabilità della propria 
rete di produzione? 
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Pain Point: Network Visualization and Monitoring



© 2020 Nozomi Networks. All rights reserved.  | www.nozominetworks.com 18

Pain Point: Network Visualization and Monitoring

Go deep in details…

Nodes Variables
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Pain Point: Asset Inventory

OT Vendor, 
Product, Serial

Firmware version of 
the PLCs

Operating System
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Pain Point: Asset vulnerabilities

Firmware version 
of the PLCs

Hardware 
Components

Product Name 
Vendor

Vulnerabilities



w w w . n o z o m i n e t w o r k s . c o m /  C O N F I D E N T I A L

Common Discovery: Level 1 & 2 Devices Connected to the Internet
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Identifies potential threat actor access points into the network
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Common Discovery: Software Vulnerabilities
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Identifies high risk vulnerabilities open to exploitation
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Common Discovery: Unknown & Misconfigured Devices
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Identifies device misconfigurations and possible indicators 
of compromise by threat actors
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Common Discovery: Unencrypted / Weak Credentials
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Detects default and easily guessed credentials, and systems 
open to compromise by threat actors
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Unify
Security, Visibility and Monitoring Across All Your Assets

• Time-Saving Dashboards and Forensic Tools
• Unified Security for Thousands of Distributed Sites

25



Visibility !
Lesson Learned



Casi d’uso

Non si dispone di strumenti per rilevare malware o lo
sfruttamento di vulnerabilità o semplicemente 
non si ha la percezione del rischio a cui si è esposti. 
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Pain Point: Hybrid Threat Detection

Behavior-based anomaly 
detection enriched with AI 
and analytics engine

Rule-based analysis, 
using (Yara, Packet, etc.) 
for threat hunting

Signature assertions &
queries with out-of-box 
and custom functions
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Pain Point: Hybrid Threat Detection

A new communication is 
detected

A ”rogue” MAC address 
is identified

A new Modbus 
connection is detected

INCIDENT DETAILSA Modbus Reprogram 
Command is detected 

NEW INCIDENT

pcap traces of the attack 
are automatically 

generated

Thanks to anomaly detection, all deviations from the baseline can be alerted at different levels
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Rule-based analysis allows to you identify, in real-time, known attacks and malware

Pain Point: Hybrid Threat Detection
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Rule-based analysis allows to you identify, in real-time, known attacks and malware

Pain Point: Hybrid Threat Detection
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Less-Common Discovery: An Infected Network
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Detects known malware and ransomware at all three phases of 
attack (infection, reconnaissance and lateral movement)
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• Vulnerability Assessment
• “What type of security risk are in 

my environment?”

• Alerts Report
• “What types of Alerts are in my 

environment?”
• “How many are open?”
• “Top Assets in each alert type?”

Built-in Reports 
Reporting for Greater Visibility

33



Lesson Learned
Security Detection !



Casi d’uso
Dettagli sulle variabili di processo, e dialoghi 
dei sistemi di impianto possono essere determinanti

per impedire blocchi di produzione per errori 
manuali (volontari o dolosi), o per rilevare in 

anticipo il deteriorarsi di dispositivi che, se 
sostituiti in manutenzione ordinaria, consentono di 

impedire il blocco della produzione e la conseguente
perdita di denaro. 
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Common Discovery: Abnormal Device Behavior
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Detects when asset and processes are deviating from normal, 
and moving toward states that could disrupt operations
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Detects when variable are deviating from normal

Common Discovery: Abnormal Device Behavior
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Detects when the CYCLIC communication of variable are deviating from normal

Common Discovery: Abnormal Device Behavior
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Pain Point: Custom Alerts

... and create your own alerts, for example:



Lesson Learned
Process Monitoring !



Approccio :

• Assessment AS/IS  (valutazione risultati)
• Deploy POC  (conferma dei vantaggio nell’uso della soluzione Nozomi)

• Piano di copertura impianti



DOMANDE ?
Versione Free di Nozomi (Community Edition):
https://community.nozominetworks.com

Test Nozomi Networks Solution Live

marketing@sinthera.com
+39 0522 621247
www.sinthera.com

https://community.nozominetworks.com/
mailto:marketing@sinthera.com
https://eur03.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww.sinthera.com%2F&data=02%7C01%7Csergio.leoni%40nozominetworks.com%7C6d7bfc66c60b42c0a9c508d82e1a0b80%7C6f04d14b07964b81b7fd779778e05341%7C0%7C0%7C637310036691817446&sdata=YGtSOmiK7bzDjQ9HWJ5m8TgD%2F59IGa9ET4nIH%2B25hqM%3D&reserved=0


Nozomi Networks is the leader in OT and IoT security and visibility. We accelerate 

digital transformation by unifying cybersecurity visibility for the largest critical 

infrastructure, energy, manufacturing, mining, transportation, building automation and 

other OT sites around the world. Our innovation and research make it possible to tackle 

escalating cyber risks through exceptional network visibility, threat detection and 

operational insight.

Thank You!

nozominetworks.com

Sergio Leoni – Regional Sales Director Nozomi Networks

Sergio.leoni@nozominetworks.com

Mobile +39 335 7301348 
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